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DETAILED ACTION 

1 . This office action is in response to Applicant's response filed on 1 1 October 
2010. 

2. Claims 1 -9, 16, 17, 21 , 22, 25, and 26 are currently pending. New claims 25 and 
26 have been added. 

Information Disclosure Statement 

3. The information disclosure statement (IDS) submitted on 1 1 October 201 0 is in 
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 
statement is being considered by the examiner. 

Response to Arguments 

4. Applicant's arguments, see page 1 3, lines 14-19, filed 1 1 October 201 0, with 
respect to the rejection(s) of claim(s) 1-3, 7, 8, 16, and 22 under 35 U.S.C. 103(a) as 
being unpatentable over Malone et al. (U.S. Patent Application Publication No. US 
2004/0125208 A1), in view of Kobayashi (U.S. Patent No. 7,093,131 B1), in view of 
Takadaet al. (U.S. Patent Application Publication No. US 2004/0044911 A1), regarding 
certification request, have been fully considered and are persuasive. Therefore, the 
rejection has been withdrawn. However, upon further consideration, a new ground(s) of 
rejection is made in view of the clarification of the certification request. 



Claim Rejections - 35 USC § 103 



Application/Control Number: 10/580,952 
Art Unit: 2437 



Page 3 



5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-3, 7, 8, 16, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Malone et al. (U.S. Patent Application Publication No. US 
2004/0125208 A1), hereinafter "Malone", in view of Kobayashi (U.S. Patent No. 
7,093,131 B1), hereinafter "Kobayashi", in view of Hilby et al. (U.S. Patent 
Application Publication No. US 2004/0010472 A1), hereinafter "Hilby". 

7. Regarding claim 1, Malone discloses "certification system," i.e., certification 
(page 2, section 0023); "comprising: information processing equipment that processes 
information," i.e., capture device (pages 1-2, section 0018); "a certificate issuing server, 
that issues an electronic certificate to certify the information processing equipment," i.e., 
the certificate authority issues a Certificate of Authenticity (page 2, section 0023); "and 
an information storage server that stores information in a storage memory section," i.e., 
the secure storage facility (pages 2-3, section 0024); "wherein the information 
processing equipment transmits a certification request to the certificate issuing server," 
i.e., requesting the certificate (page 4, section 0031); "the certificate issuing server 
issues the electronic certificate," i.e., the certificate authority generates the certificate 
(page 4, section 0031); "the information processing equipment receives the electronic 
certificate issued by the certificate issuing server," i.e., the certificate of authority is sent 
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back to the antenna associated with the capture device (Fig. 1 , and page 2, section 
0023); "generates certified information based on the electronic certificate and processed 
information and identification information to identify the certified information," i.e., the 
capture device stenographically encodes the data with the certificate and identifying 
information (page 4, sections 0035-0036, and page 5, sections 0042-0043); "and 
transmits the certified information and the identification information to the information 
storage server," i.e., the file is sent to the storage facility (page 2, section 0023); "and 
the information storage server receives the certified information and the identification 
information from the information processing equipment and stores the certified 
information and the identification information in the storage memory section," i.e., the 
storage facility receives and stores the file with the identifying information (pages 2-3, 
sections 0024-0025, and page 5, sections 0043-0049); "and also receives the 
identification information, retrieves the certified information stored in the storage 
memory section, and outputs the certified information retrieved," i.e., the storage facility 
receives a request for an image and can send the requested image to a remote site 
(page 3, section 0025). 

Malone does not disclose the certificate authority certifying the operating 
environment of the information processing equipment. Kobayashi, however, discloses 
"certification system," i.e., information authenticating system (col. 14, lines 7-11); 
"comprising: information processing equipment that processes information," i.e., 
information authentication apparatus (col. 14, lines 11-35); "a certificate issuing server, 
separate from the information processing equipment, that issues an electronic certificate 



Application/Control Number: 10/580,952 Page 5 

Art Unit: 2437 

to certify an operating environment of the information processing equipment," i.e., the 
information processing apparatus is connected to the authentication station over a 
network when authenticating data (Fig. 1, col. 14, lines 11-14 and lines 54-58); the 
information to be authenticated includes time, position, and surrounding environmental 
condition (col. 14, lines 59-67 and col. 15, lines 1-21) and the authenticating station 
determines whether time and position information are within a prescribed range before 
affixing a digital signature (col. 20, lines 28-67 and col. 21 , lines 1 -44); "wherein 
the information processing equipment transmits a certification request of the operating 
environment of the information processing equipment to the certificate issuing server," 
i.e., sending digital data from the information processing device (col. 18, lines 24-32); 
"the certificate issuing server calculates a location associated with the operating 
environment of the information processing equipment," i.e., measures the position of 
the information authenticating apparatus (col. 17, lines 52-62); "and issues the 
electronic certificate to certify the calculated location associated with the operating 
environment of the information processing equipment in response to the certification 
request of the operating environment transmitted from the information processing 
equipment," i.e., digitally signing the digital data and encrypting with a secret key of the 
authenticating station (col. 19, lines 16-24). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine Malone's forensic communications system that 
utilizes a local location certification system and a remote certificate authority with 
Kobayashi's technique of authenticating digital data received from an authentication 
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apparatus in order to improve the probative value of data as evidence by ensuring the 
authenticity of the data (Kobayashi - col. 2, lines 30-33). 

Neither Malone nor Kobayashi disclose calculating the location based on 
information included in the certification request. Hilby, however, discloses "calculates a 
location associated with the operating environment of the information processing 
equipment based on information included in the certification request," i.e., host server 
queries third party database using information retrieved from the user to compare stored 
address information with the user-provided address information and generates a 
certificate for the user if the information is verified (page 4, f 0046, page 5, f 0054- 
0055). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine Malone's forensic communications system that 
utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus with Hilby's technique of verifying location information provided by a user in 
order to improve verification of the identity and location of an individual (Hilby - page 1 , 
H0016). 

8. Regarding claim 2, in view of claim 1, Kobayashi discloses "wherein the 
certificate issuing server certifies time when the information processing equipment 
operates as the operating environment," i.e. time (col. 18, lines 33-41). 
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9. Regarding claim 3, in view of claim 1, Kobayashi discloses "wherein the 
certificate issuing server certifies location where the information processing equipment 
operates as the operating environment," i.e., position (col. 18, lines 42-51). 

1 0. Regarding claim 7, in view of claim 1 , Malone discloses "wherein the 
information processing equipment generates composite information that is made up of 
the electronic certificate and the processed information," i.e., the certificate is 
stenographically encoded onto the image and/or audio files (page 4, section 0036); "and 
transmits the composite information to the information storage server as the certified 
information," i.e., sends the file to the storage facility (page 2, section 0023); "and 
wherein the information storage server receives the composite information and the 
identification information from the information processing equipment and stores the 
composite information and the identification information in the storage memory section," 
i.e., the secure storage facility receives and stores the file and identifying information 
(pages 2-3, sections 0024-0025, and page 5, section 0043); "and also receives a query 
including the identification information, retrieves the composite information stored in the 
storage memory section, and outputs the composite information retrieved," i.e., the 
storage facility receives a request for an image and can send the requested image to a 
remote site (page 3, section 0025). 

1 1 . Regarding claim 8, in view of claim 1, Malone discloses "wherein the 
information processing equipment generates composite information that is made up of 
the electronic certificate and the processed information," i.e., the certificate is 
stenographically encoded onto the image and/or audio files (page 4, section 0036) 
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"calculates a hash value of the composite information," i.e., a hash of the file is 
calculated (page 5, section 0042); "and transmits the hash value to the information 
storage server as the certified information," i.e., the hash value is included with the file 
(page 5, section 0054); "and wherein the information storage server receives the hash 
value and the identification information from the information processing equipment and 
stores the hash value and the identification information in the storage memory section," 
i.e., the storage facility stores the information (pages 2-3, sections 0024-0025) including 
the hash value and identification (page 5, section 0054); "also receives the composite 
information, compares the composite information using the hash value, and stores in 
the storage memory section the composite information compared," i.e., the encrypted 
file (page 4, sections 0035-0038) is received by the storage facility and the file is passed 
through a message digest algorithm to produce a computed hash which is compared to 
the received hash, and stores the encrypted photograph that has been compared (page 
5, sections 0051-0059); "and also receives a query including the identification 
information, retrieves the composite information stored in the storage memory section, 
and outputs the composite information retrieved," i.e., the storage facility receives a 
request for an image and can send the requested image to a remote site (page 3, 
section 0025). 

12. Regarding claim 16, in view of claim 1, Malone discloses "wherein the 
information processing equipment transmits to the information storage server 
authentication information to access the information storage server together with the 
certified information and the identification information," i.e., the storage facility receives 
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from the capture device the file that has been encrypted with the facility's public key 
(page 2, section 0023, and page 5, sections 0043 and 0051); "and wherein the 
information storage server receives the certified information, the identification 
information, and the authentication information from the information processing 
equipment," i.e., the storage facility receives the information (pages 2-3, sections 0024- 
0025, and page 5, section 0051 ); "and stores the certified information and the 
identification information received in the storage memory section if the authentication 
information is valid," i.e., if a valid storage facility public key has been used to encrypt 
the file, then the outer wrapper can be removed by the storage facility (page 5, section 
0052). 

1 3. Regarding claim 22, Malone discloses "a certification system," i.e., certification 
(page 2, section 0023); "comprising: information processing equipment that processes 
information," i.e., capture device (pages 1-2, section 0018); "a certificate issuing server 
that issues an electronic certificate to certify the information processing equipment," i.e., 
the certificate authority issues a Certificate of Authenticity (page 2, section 0023); "and 
an information storage server that stores information in a storage memory section," i.e., 
the secure storage facility (pages 2-3, section 0024); "wherein the information 
processing equipment transmits a certification request of the information processing 
equipment to the certificate issuing server," i.e., requesting the certificate (page 4, 
section 0031); "the certificate issuing server issues the electronic certificate to certify the 
information processing equipment based on the certification request transmitted from 
the information processing equipment," i.e., the certificate authority generates the 
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certificate (page 4, section 0031); "the information processing equipment receives the 
electronic certificate issued by the certificate issuing server," i.e., the certificate of 
authority is sent back to the antenna associated with the capture device (Fig. 1 , and 
page 2, section 0023); "generates certified information based on the electronic 
certificate and processed information," i.e., the capture device stenographically encodes 
the data with the certificate (page 4, sections 0035-0036, and page 5, sections 0042- 
0043); "and transmits the certified information to the information storage server," i.e., the 
file is sent to the storage facility (page 2, section 0023); "and the information storage 
server receives the certified information from the information processing equipment and 
stores the certified information in the storage memory section," i.e., the storage facility 
receives and stores the file with the identifying information (pages 2-3, sections 0024- 
0025, and page 5, sections 0043-0049); "and also receives identification information to 
identify the certified information, retrieves the certified information stored in the storage 
memory section based on the identification information received, and outputs the 
certified information retrieved," i.e., the storage facility receives a request for an image 
and can send the requested image to a remote site (page 3, section 0025). 

Malone does not disclose the certificate authority certifying the operating 
environment of the information processing equipment. Kobayashi, however, discloses 
"certification system," i.e., information authenticating system (col. 14, lines 7-11); 
"comprising: information processing equipment that processes information," i.e., 
information authentication apparatus (col. 14, lines 1 1-35); "a certificate issuing server, 
separate from the information processing equipment, that issues an electronic certificate 
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to certify an operating environment of the information processing equipment," i.e., the 
information processing apparatus is connected to the authentication station over a 
network when authenticating data (Fig. 1, col. 14, lines 11-14 and lines 54-58); the 
information to be authenticated includes time, position, and surrounding environmental 
condition (col. 14, lines 59-67 and col. 15, lines 1-21) and the authenticating station 
determines whether time and position information are within a prescribed range before 
affixing a digital signature (col. 20, lines 28-67 and col. 21, lines 1-44); "the information 
processing equipment transmits a certification request of the operating environment of 
the information processing equipment to the certificate issuing server," i.e., sending 
digital data from the information processing device (col. 18, lines 24-32); "the certificate 
issuing server calculates a location associated with the operating environment of the 
information processing equipment," i.e., measures the position of the information 
authenticating apparatus (col. 17, lines 52-62); "and issues the electronic certificate to 
certify the calculated location associated with the operating environment of the 
information processing equipment in response to the certification request of the 
operating environment transmitted from the information processing equipment," i.e., 
digitally signing the digital data and encrypting with a secret key of the authenticating 
station (col. 19, lines 16-24). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine Malone's forensic communications system that 
utilizes a local location certification system and a remote certificate authority with 
Kobayashi's technique of authenticating digital data received from an authentication 
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apparatus in order to improve the probative value of data as evidence by ensuring the 
authenticity of the data (Kobayashi - col. 2, lines 30-33). 

Neither Malone nor Kobayashi disclose calculating the location based on 
information included in the certification request. Hilby, however, discloses "calculates a 
location associated with the operating environment of the information processing 
equipment based on information included in the certification request," i.e., host server 
queries third party database using information retrieved from the user to compare stored 
address information with the user-provided address information and generates a 
certificate for the user if the information is verified (page 4, f 0046, page 5, f 0054- 
0055). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine Malone's forensic communications system that 
utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus with Hilby's technique of verifying location information provided by a user in 
order to improve verification of the identity and location of an individual (Hilby - page 1 , 
H0016). 

14. Claims 4-6 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Malone, in view of Kobayashi, in view of Hilby, and further in 
view of Dube (U.S. Patent Application Publication No. US 2002/0199103 A1), 
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15. Regarding claim 4, in view of claim 1, Malone discloses "wherein the 
information processing equipment acquires time information indicating a current time, 
and transmits the time information acquired to the certificate issuing server," i.e., the 
time is acquired from the GPS information and is included in the file sent to the 
certification authority (page 2, sections 0021-0023); "wherein the certificate issuing 
server receives the information from the information processing equipment," i.e., the 
certificate authority receives a hash of the document (page 4, section 0031). 

Malone nor Kobayashi nor Hilby disclose certifying the specific time associated 
with the information by attaching unique data. Dube, however, discloses "receives the 
time information from the information processing equipment," i.e., receives timing 
signals that include time information (page 5, sections 0047-0048); "attaches unique 
data available at no other time than a specific time indicated by the time information to 
the time information," i.e., a random number is calculated based on the fluctuations of 
received timing signals that is unique to the precise time and location of the receiver 
(page 5, sections 0049-0051 ) and stored (page 7, section 0068); "and thereby issues 
the electronic certificate to certify the specific time," i.e., the certificate is issued and 
includes the entropy data unique to the specific time (page 7, section 0068, and page 8, 
sections 0076-0077). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
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that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Dube's technique 
of generating entropy data based on GPS timing signals received at a specific time in 
order to reduce the amount of certification processing performed by a local device and 
increase the security of the generated certificates. 

16. Regarding claim 5, in view of claim 1, Malone discloses "wherein the 
information processing equipment acquires location information indicating a location of 
the information processing equipment, and transmits the location information acquired 
to the certificate issuing server," i.e., the position is acquired from the GPS information 
and is included in the file sent to the certification authority (page 2, sections 0021 -0023); 
"and wherein the certificate issuing server receives the location information from the 
information processing equipment," i.e., the certificate authority receives a hash of the 
document (page 4, section 0031). 

Malone nor Kobayashi nor Hilby disclose certifying the location associated with 
the information by attaching unique data. Dube, however, discloses "receives the 
location information from the information processing equipment," i.e., receives timing 
signals to pinpoint the current geophysical location (page 5, sections 0047-0048); 
"attaches unique data available at no other location than a specific location indicated by 
the location information to the location information," i.e., a random number is calculated 
based on the fluctuations of received timing signals that is unique to the precise time 
and location of the receiver (page 5, sections 0049-0051) and stored (page 7, section 
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0068); "and thereby issues the electronic certificate to certify the specific location," i.e., 
the certificate is issued and includes the entropy data unique to the specific location 
(page 7, section 0068, and page 8, sections 0076-0077). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Dube's technique 
of generating entropy data based on GPS timing signals received at a specific location 
in order to reduce the amount of certification processing performed by a local device 
and increase the security of the generated certificates. 

1 7. Regarding claim 6, in view of claim 5, Malone discloses "certificate issuing 
server," i.e., certificate authority (Fig. 1 , item 135); "issues the electronic certificate," i.e., 
generates a certificate of authority (page 2, section 0023). 

Malone nor Kobayashi nor Hilby disclose attaching compensation information to 
the location information. Dube, however, discloses "attaches compensation information 
to compensate the specific location indicated by the location information to the location 
information, and thereby issues the electronic certificate," i.e., a normalized timing 
signal delay is measured to compensate for atmospheric variances (page 5, sections 
0049-0051) and the issued certificate includes the delay number (page 7, section 0068, 
and page 8, sections 0076-0077). 
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Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Dube's technique 
of generating compensation data based on GPS timing signals in order to reduce the 
amount of certification processing performed by a local device and increase the security 
of the generated certificates. 

18. Regarding claim 21, in view of claim 1, Malone discloses "certificate issuing 
server," i.e., certificate authority (Fig. 1, item 135); "certification request," i.e., requesting 
a certificate (page 2, section 0023); "information processing equipment," i.e., capture 
device (Fig. 1, item 102); "issues the electronic certificate," i.e., generates a certificate of 
authority (page 2, section 0023). 

Malone does not disclose attaching unique information available only at a current 
time, or a certification request of an operating environment. Kobayashi, however, 
discloses "time information based on the certification request of the operating 
environment transmitted," i.e., current time (col. 18, lines 33-41). 

Malone nor Kobayashi nor Hilby disclose attaching unique information based on 
the current time. Dube, however, discloses "attaches unique information available at no 
other time than a current time to time information based on the certification request of 
the operating environment," i.e., a random number is calculated based on the 
fluctuations of received timing signals that is unique to the precise time and location of 
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the receiver (page 5, sections 0049-0051) and stored (page 7, section 0068); "and 
thereby issues the electronic certificate to certify the current time," i.e., the certificate is 
issued and includes the entropy data unique to the specific time (page 7, section 0068, 
and page 8, sections 0076-0077). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Dube's technique 
of generating entropy data based on GPS timing signals received at a specific time in 
order to reduce the amount of certification processing performed by a local device and 
increase the security of the generated certificates. 

1 9. Claims 9 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Malone, in view of Kobayashi, in view of Hilby, and further in view of Decime 
(U.S. Patent Application Publication No. US 2004/0039929 A1), hereinafter 
"Decime". 

20. Regarding claim 9, in view of claim 1, Malone discloses a "certificate issuing 
server," i.e., certificate authority (Fig. 1, item 135); "information storage unit," i.e., 
storage facility (Fig. 1, item 142). 
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Malone nor Kobayashi nor Hilby disclose the certificate issuing server and 
information storage server are one unit. Decime, however, discloses "wherein the 
certificate server and the information storage server are one unit," i.e., the certification 
and validation authority provides a secure repository for evidence and certifies the 
evidence (Fig. 1 , items 1 1 8 and 1 20, page 2, section 001 8, and page 4, sections 0047- 
0049). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Decime's 
technique of storing evidence data in a secure repository at the certification and 
validation authority in order to reduce the amount of certification processing and 
certified data storage performed by a local device. 

21 . Regarding claim 17, in view of claim 1, Malone discloses "a unit that verifies 
the information processing equipment," i.e., the storage facility receives the encrypted 
file with the identifying information and ensures that tampering does not occur (Fig. 1 , 
item 140, pages 2-3, sections 0024-0025, and page 5, sections 0043-0049); "wherein 
the information storage server transmits part of the certified information and part of the 
identification information stored in the storage memory section to the unit," i.e., the large 
database stores the file with the identifying information (Fig. 1 , item 142, pages 2-3, 
sections 0024-0025, and page 5, sections 0043-0049); "and wherein the unit receives 



Application/Control Number: 10/580,952 Page 19 

Art Unit: 2437 

the certified information and the identification information transmitted by the information 
processing equipment and stores the certified information and the identification 
information in the memory section," i.e., the files are stored in the database (Fig. 1 , item 
142, pages 2-3, sections 0024-0025); "and also receives a query including the 
identification information, retrieves the certified information stored in the memory 
section, and verifies the information processing equipment with reference to the certified 
information retrieved," i.e., the secure storage facility receives a request for the 
encrypted image and can send the requested encrypted image to a remote site, where 
the encrypted file contains a certificate previously obtained from the certificate authority 
(page 3, section 0025, and page 4, section 0036). 

Malone does not disclose a verification unit or verifying an operating environment 
of the information processing equipment. Kobayashi, however, discloses "verifies the 
operating environment," i.e., determine whether or not the position specified by the 
positional information added is within a prescribed range (col. 18, lines 42-51). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine Malone's forensic communications system that 
utilizes a local location certification system and a remote certificate authority with 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus in order to improve the probative value of data as evidence by ensuring the 
authenticity of the data (Kobayashi - col. 2, lines 30-33). 

Neither Malone nor Kobayashi nor Hilby disclose a verification unit with a 
verification memory section. Decime, however, discloses "a verification unit equipped 
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with a verification memory section," i.e., the certification and validation authority 
provides a secure repository for evidence and certifies the evidence (Fig. 1 , items 1 1 8 
and 120, page 2, section 0018, and page 4, sections 0047-0049). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Decime's 
technique of storing evidence data in a secure repository at the certification and 
validation authority in order to reduce the amount of certification processing and 
certified data storage performed by a local device. 

22. Claims 25 and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Malone, in view of Kobayashi, in view of Hilby, and further in view of Walker 
et al. (U.S. Patent Application Publication No. US 2002/0120850 A1), hereinafter 
"Walker". 

23. Regarding claim 25, in view of claim 1, neither Malone nor Kobayashi nor 
Hilby explicitly disclose encrypting time and location information included in the 
certification request. Walker, however, discloses "wherein information processing 
equipment encrypts time information and encrypts location information regarding the 
operating environment of the information processing equipment, the encrypted time 



Application/Control Number: 10/580,952 Page 21 

Art Unit: 2437 

information and the encrypted location information being included in the certification 
request," i.e., caller incorporates time and geographical location signals into a 
timestamp in cryptographic form for certification (page 6, f 0055); central controller 
decrypts and verifies timestamp (page 5, 0045-0046); "and the information processing 
equipment transmits, automatically and periodically, the certification request to the 
certificate issuing server," i.e., timestamping could be performed according to a 
predetermined schedule, having either regular or irregular intervals (page 4, f 0035, 
page 8, f 0073-0074). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Walker's 
technique of certifying encrypted time and location signals in order to improve integrity 
of the data (Walker - page 2, f 001 9). 

24. Regarding claim 26, in view of claim 22, neither Malone nor Kobayashi nor 
Hilby explicitly disclose encrypting time and location information included in the 
certification request. Walker, however, discloses "wherein information processing 
equipment encrypts time information and encrypts location information regarding the 
operating environment of the information processing equipment, the encrypted time 
information and the encrypted location information being included in the certification 
request," i.e., caller incorporates time and geographical location signals into a 
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timestamp in cryptographic form for certification (page 6, f 0055); central controller 
decrypts and verifies timestamp (page 5, 0045-0046); "and the information processing 
equipment transmits, automatically and periodically, the certification request to the 
certificate issuing server," i.e., timestamping could be performed according to a 
predetermined schedule, having either regular or irregular intervals (page 4, f 0035, 
page 8, f 0073-0074). 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify Malone's forensic communications system 
that utilizes a local location certification system and a remote certificate authority and 
Kobayashi's technique of authenticating digital data received from an authentication 
apparatus and Hilby's technique of verifying location information with Walker's 
technique of certifying encrypted time and location signals in order to improve integrity 
of the data (Walker - page 2, f 001 9). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Benson et al. (U.S. Patent Application Publication No. US 2006/0291657 A1) 
disclose monitoring remotely located mobile objects. 



Application/Control Number: 1 0/580,952 Page 23 

Art Unit: 2437 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hilary Branske whose telephone number is (571) 270- 
3395. The examiner can normally be reached on 8:00 a.m. - 6:00 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571 - 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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